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Abstract- In recent Era, there has been significant developrime security technologies. Security in the real
world is a most important issue to be taken cam tanbe encountered with different forward lookiagd
preventive measures. Securing the informationespitocess of identifying and restricting the acagssser’s
information from unauthorized access. Each andyelarel of information should stay away from alleth
security breaches. Privacy, Authentication is dlatvwe all know and the way they work, but ultinhatehat
we would like now is to work on network in the reima@rea to transfer the message. In this papera&GB
images using proposed key generation method ancdhigldighted the technique called AES (Advanced
encryption standard).Cryptography which has a patecapability to transform the secure informatiom the
internet. Several existing algorithm for encryptiaugd decrypting the user messages are availablgvevere
the world, but generating the key for cryptograghguld be a difficult task to crack. The RGB imdgse key
generation technique will work better than the ittadal key generation method.

Index Terms- 16 byte key, AES decryption, AES encryption, Imaqd text cryptography, spilt RGB image,
shuffle RGB image.

1. INTRODUCTION

Cryptography is a powerful tool to achieve inforioat
Now a day's security is important issue in the security, the security of cryptosystems relies fwnfact
information communication. The main objective oth  that cryptographic keys are secret and known oaly t
study is to increase max security in communicabgn  the legitimate user [3].
encrypting the information using a key that is teda
through using RGB image. Two way secure data!n this paper, a new idea is suggested which isrcol
communication most important recent time using image base key generation method different fromatny
cryptography. Cryptography deals with the actual the methods. In this new method, RGB image having
securing of digital data. It refers to the desigh o three plane(R,G.B) generate 128 bit key which is
mechanisms based on mathematical algorithms thafhuffle image block 4*4 matrix Vertically up shéind
provide fundamental information security servicésu  Horizontally left shift increase step by step bytrixa
can think of cryptography as the establishment of aform and select R plane 8 byte or G plane 4 byteEn
large toolkit containing different techniques ircedty ~ Plane 4 byte to get 16 byte key.

applications. i i
The method uses a RGB image to generate a key which

In secure communication, key generation phase hadvill be used in the encryption and decryption
many Cha”enges and this pr0b|em can be solveleif t Operations. Our method is diStingUiShed from thHeeot
sender and the receiver share the key in any éoher ~ Ones as the generated key length 16 byte varies
or if they generate the keys readily during endoypt ~ according to the RGB image. The AES encryption and
and decryption separately, thus, the concept ofdecryption algorithm more powerful other than
generating the key from an image came to the rble [ @algorithm and proposed algorithm is simple to
Cryptography is considered to be one of theimplementand easy to use.

fundamental building blocks of provide information
security. Cryptography presents various methods for
taking legible, readable data, and transformingtio
unreadable data for the purpose of secure transmjss
and then using a key to transform it back into addel
data when it reaches its destination [2].

2. LITERATURE REVIEW

Santhi et al. [1], have proposed a novel algoritiom
key generation using image features. This studyg thee
Gray Level Co-occurrence matrix of an image toamttr
the Gray Level Co-occurrence properties of the enag
A 56-bit sub-key is generated from the extractedyGr
Level Co-occurrence properties. Then the key for
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encryption and decryption is generated using tHe su human biometric information such as retinal blood

key generated from the image.

Seshadriand Trivedi [4], have proposed a method for
generation of cryptographic key which is generated
using biometrics. This can be efficiently solved thg
integration  of  biometrics with  cryptography.
Conventional techniques depend on biometric feature
like face, fingerprint, hand geometry, iris, signat,
keystroke, voice and the like for the extractionke}.
Instead of storing key we will generate the key
dynamically with the help of biometrics. Here wdlwi
use Finger print to generate key.

Wong et al. [5], have proposed a method for
cryptographic key from webcam image. user’'s image
from digital webcam shall be tested for its randesm

according to the NIST Statistical Test Suite.

vessels which is not stored in the database.

Priyanka et al, [11], have proposed a method Securi
in the real world is an important issue to be takare
and to be encountered with various proactive and
preventive measuresEach and every level of
information should stay away from all the security
breaches. Privacy, Authentication how they work, bu
ultimately what its want now is to work on netwark

the remote area to transfer the message. The
highlighted the technique called cryptography which
has a potential capability to transform the secure
information on the internet.

Tawfig et al. [13] have proposed a method for
encrypting the sender’s messages using new algorith
with a secret key which is generated from usingicol

Recommendation on using webcam images as source ofimage and the difference in the LSB of the image

random cryptographic keys.

P.Murali et al. [6], have proposed a method foretru

pixels. This key will be used for encrypting and
decrypting the messages which are transmitted
between two sides. The length of the key varies

random number generator method based on image foraccording to the size of the message as it varies i

key exchange algorithmlrue random numbers based
on image which generates 256 bits key or highekégr
exchange algorithm. True random numbers are always
secured and good, compared to pseudo random
numbers.

Tanmay Bhattacharya [7], have proposed a method for
novel data encryption technique by genetic crossofe
robust biometric key and session based passware.
Biometric key generated from the fingerprint of the

every session according to the session type.

3. ANALYSISOF PROBLEM

One is that the color image size is almost always
greater than that of text. Therefore, regularly
cryptography need much time to encrypt the image
data but in secure communication, key generation
phase has many challenges and this problem can be
solved if the sender and the receiver share theirkey
any other form or if they generate the keys readily

same user. The proposed approach trained the systemjuring encryption and decryption separately, tths,

by Artificial Neural Network in such a way that mall
portion of the fingerprint is enough to generate th
Biometric key which minimizes the chance of false
rejection.

Farhan R. Patel [8], have proposed a method for
performance evaluation of steganography and AES
encryption based on different formats of the image
present a combination of both these techniqueseimer
the text is first hidden into some form of coverage
using Least significant bit (LSB) hiding method and
then encryption using Advanced Encryption Standard
(AES) is performed on to the stego image.

Saksham Wason et al [9], have proposed a method
implemented security for text and image information
using a cryptographic key. Based on the sessioa &/p
key is generated which is used for encrypting and
decrypting the messages which are transmitted leetwe
two sides. The length of the key varies in evelgsigm
according to the session type.

Mohammed Tajuddin [10], have proposed a method for
Cryptographic Key Generation using Retina Biometric
Parameter.The key is directly generated from the

concept of generating the key from an color image
came to the role.

4. PROPOSED WORK

The propose system is RGB image based key
generation technique is a new approach to botkettte
and image (data) encryption, which aims to transfer
confidential and authenticity transmitted them by
cryptography algorithm information over a shared
network. It includes the following steps as shovired

figure.l1.
Key Key
plaintext ) ciphertext . plaintext
| Encryption 5| Decryption >
algorithm algorithm

Fig. 1 Block diagram of Key Generation method
sender side and receiver side
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Select RGB Image
form Database

split and shuffle RGB
Image using left shift
Horizontal & Vertical

Select 8 byte from R
4 byte from G
4 byte from B

Collect 16 Byte as
Key generation from
RGB

select color image or
gray image from
database

Apply Data To
AES-128 Bit cipher
with/without Padding

Generate Encrypted
Image

Fig. 2: Sender Side Block Diagram

Select RGB Image
form Database

split and shuffle RGB
Image using left shift
Horizontal & Vertical

Select 8 byte from R
4 byte from G
4 byte from B

Collect 16 Byte as
Key generation from
RGB

Receive the
Encrypted Image
Convert Encrypted
image to Binary data

Apply Data to AES-128

bit Inverse Cipher
with/without padding

Get Origanal
Gray scale Image

Fig. 3: Receiver Side Block Diagram

The Algorithm is divided up into four Levels whicine
given in Table 1.

Table 1: Level in the entire process

Level Process
1 Database Creation
2 Key generation
3 Encryption
4 Decryption

4.1 Image Database:

In this level, consider a database of color RGBgew
which would be used for generating the key 16 ligte
AES algorithm encryption/decryption process. Inecas
of using the database should contain number of @nag
otherwise, both the sender and the receiver shastd
the same database of images as the names of thesma
should be the same in both sides.

4.2 Key Generation:

Key is generated from the color image stored in
database based on the different type of imagehik t
level, RGB image used only authorized sender and
receiver can access the image database. Color image
constructing of 3 images. Color digital images mi@e

of pixels, and pixels are made of combination of
primary colors, a plane is made of just one of ¢hes
primary colors. In this paper we used one planBe@B
color image red, green or blue. So we have to Ehuff
image 4*4 block matrix vertically up shift and
horizontally left shift increase step by step bytnma
form and select R plane 8 byte or G plane 4 byteBn
plane 4 byte to get 16 byte key. The method uses a
RGB image to generate a key which will be usechén t
encryption and decryption operations

4.3 Encryption:

In this level, we present the AES-128 bhit encryptio
algorithm the algorithm step as follows

The AES standard states that the algorithm can only
accept a block size of 128 bits. In this case thifres
data block is processed in parallel during eacmdou
using substitutions and permutations. A number BEA
parameters depend on the key length. For example, i
the key size used is 128 then the number of roimds
10.

The algorithm begins with an Add round key stage

followed by 9 rounds of four stages and a tentidoof
three stages. This applies for both encryption the
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exception that each stage of a round its counteipar B et enc dec_gui SR
the encryption algorithm. The four stages are as
follows:
»  Substitute bytes | LeaaTen |
e Shift rows
e Mix Columns
e Add Round Key [ SpitRGB plane |

| Load Image for Key Generation |

| sShufie RGB plane |

4.4 Decryption: JE—
‘ Key Generation |
In this level, we present the AES-128 bit decryptio
algorithm the algorithm step as follows

The tenth round simply leaves out the Mix Columns
stage. The first nine rounds of the decryption algm
consist of the following:

‘ TEXT ENCRYPTION |

‘ TEXT DECRYPTION ‘

* Inverse Shift rows ‘ cLose ‘
« Inverse Substitute bytes S
e Inverse Add Round Key

* Inverse Mix Columns Fig. 4: Main Text Encryption and Decryption GUI
Window
5. EXPERIMENTAL RESULT
a EECHES ] =@ ]=
The results of AES algorithm based on data enaypti . o
and decryption for protection of data, along wiglsults / ko NeaT How are vl
of AES algorithm, in this implemented work to check EHW‘ E| o
the strength of the approach system compare differe — —
algorithms technique, with the help of some output
parameters namely the MSE value, PSNR value, theFig. 5: Input Text GUI Window
correlation value and the execution time. The Adeah
encrypted standard (AES) algorithm is used inwosk WO S—— )] ==
is evaluated and tested by applying the above |4, : . .isis 880
parameters. ey 18

Now, this project emphasis on working of the praabs
system and the GUI of MATLAB application consists
of simple home screen, which contains some bufiams
loading Data (text and image). In this project ¢hare
two different communication multimedia text and gea
along with data preview window, which show the data
which have selected data. -
It also shows the output of data encryption and
decryption process performed in both input text and
image, a text data given an input sender and irdatge
selection of image from database.

AN

Fig. 6 : Showing the image for 16 bit key genematio

On this text GUI, second click on ‘Load image fayk
generation’ button. This will correspondingly resul
into launching of a new window named ‘Pick a color
image for key generation’. Here users have to selec
color image for key generation. The user simplydnee
to select appropriate color image in the window and
click on ‘open’ button, which will load the colomage

The proposed key generation method having a choice
for selection of RGB image to perform 16 byte gater
image, Key is generated from the color image stamed
database based on the different type of image. RGB
image used only authorized sender and receiver can
access the image database. Color image is cornsguct

of 3 i_mages. Color digital im_age_s are m_ade of psixel and display a small scaled preview of the loadddrco
and pixels are made of combination of primary calar image

plane is made of just one of these primary colors. The text GUI, third click on ‘spilt RGB aiie’

button, a color image combination of three plafid®s
Fifth click on ‘Key Generation’ button, a color iga
generate key collect image pixel select R plangt@ b
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or G plane 4 byte and B plane 4 byte to get 16 byte
key.

)| Sl ==
SBJo&els—f—lw &
[ ox
)] = = |[=]
Hello Mermi , How are you
oK

Fig. 6: Input text encryption and decryption digpla

The sixth click on ‘Encryption’ button, to apply 8 dit
AES algorithm text encryption step as add round, key
shift row, sub bytes and mix columns. Then sevakcl
on ‘Decryption’ button, to apply decryption AES
algorithm step as inv add round key, inv shift romy
sub bytes and inv mix columns.

The proposed system is having a select data (gray o
color image) for cryptography method to perform gma
encryption and decryption; the choice can be made b
means of selecting the buttons named by the image
encryption method and image decryption method. Each
perform corresponding cryptography method on both
input images sender original and receiver encrypted
image Along with original image output, system also
provide MSE and PSNR as the output parameter for
both encryption and decryption methods. This wél b
also very helpful for output evaluation and comgani

of implemented image cryptography technique. Along
with this to achieve good discrimination and seguri
also apply some operations like sending data. Kinal
with help of all these factors the result is codeld.

Results showing the performance parameters for
combination of cryptography observing the resutts i
table 2, and evaluating the performance based upon
only cryptography it learn that image is the bestrfat
which supports cryptography, also the criteria efoz
value MSE and infinity value PSNR both value indkca
that give original image output both are together
satisfied by the image.

The image encryption fig.7, in GUI click on
‘Encryption’ button, to apply 128 bit AES algorithm
image encryption step as add round key, shift s,
bytes and mix columns. The algorithm begins with an
Add round key stage followed by 9 rounds of four
stages and a tenth round of three stages. Thigeagdpl
both encryption the exception that each stagerotiad
counterpart in the encryption algorithm.GUI, cliock
‘Key Generation’ button.

B imsge encryption_gui

| Load Image for Key Generation ‘

[ spitReBpane |
| Shufie RGB plane |

| Key Generation |

| CLOSE ‘

Load Image

Original Image

ENCRYPTION

| IMAGE ENCRYPTION |

Encrypted Image

Fig. 7: Implementation of AES encryption on
cryptography image

4]
n|
B
]

o]

Fig. 8: The RGB image generate 16 byte key

B image enc dec gui

| Load Image for Key Generation |

Split RGB plane
Shufie RGB plane |
Key Generation

CLOSE

Load Image

DECRYPTION
IMAGE DECRYPTION ‘

Decrypted Image
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Image
Dataset PSNR MSE qure Execution
lation Time Sec
Value Value Value ime
Lena Inf 0 1 42
Pepper Inf 0 1 44
Baboon Inf 0 1 45
Airplane Inf 0 1 46
Barbara Inf 0 1 48
Camera | | 0 1 44
man

Table 2: Results showing the performance
parameters for AES algorithm

A color image generate key collect image pixel cele
plane 8 byte or G plane 4 byte and B plane 4 lo/tget 16
byte key. As a result to this, fig.8 the methodsua RGB
image to generate a key which will be used in the
encryption and decryption operations.

The image enc dec GUI, click on ‘Decryption’ buttda
apply decryption AES algorithm step as inv add bkay,

inv shift row, inv sub bytes and inv mix columnss A
result to this, fig.9 show encryption and decryptitata.

6. CONCLUSION

The Cryptography provides more security to the data
which is transferred in publicly shared multimediihen

the cryptography keys are long and complex, it \w
can't identify by the attacker, but it will be difilt to
remember. The security of the cryptographic systelrs

on the fact that the cryptographic keys are searat
known only to the legitimate user. Thus new Crypapdy
approach shows the key generate and the encryfiiron
different Messages.

A method base on the key that is generation dirdodim

an image stored in the database and the proceksyof
Generation base on shift row left and column glyftvard
This creates more complexity to crack or guess the
cryptanalysis techniques. To break this algorithns, need

to know the images database, color image planes Thi
process is more secure that any RGB image candukfas
key generation as the key generation is directlseldaon
the image RGB plane content.

Fig. 9: Implementation of AES encryption on
cryptography image
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8. FUTURE SCOPE

Implementation of Cryptography using AES
algorithm together were performed with text and
images, but this method can be further be extetmed
audio, video as well thereby include the secunity i
the audio and video processing.
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